WEEKLY PLAN OF LabCONTENTS (Weeks (1-8))

NETWORK SECURITY


Spring Term 2008
8th Term Computer Engg. (04 – CP)

Instructor: Asim shahzad
Lab Schedule
	
	Lab 1
	Date
	Lab Demonstrations 

	

	1 


	12th/13th  

March’08 
	Use of software’s like 

Etherreal,Port scanner 

And practical demonstration of launching active attacks.

Concept of IP Spoofing and Mac Spoofing and their practical  demonstration
         

	

	2


	19 th/20th 

March’08
	Concept of firewalls and IDS and their installation over Linux server
                  

	

	3


	26 th/27th 

March’08
	Concept of encryption  for data and network security

Implementation of rail fence ,one time cipher,vignair cipher monolaphatic cipher


 

	

	4


	2nd/3th   

April’08


	Implementation of monoalphatic  cipher , cieser cipher and protection of data using these ciphers and Lab Quiz

	
	5


	9th/10th  

April’08
	concept of IPSec and socket level security and their simulations
                              


	
	Lab
	Date
	No of Periods
	Lab Demonstrations

	

	6

	16th/17th
April’08 
	(3+1)
	Concept of S Boxes in DES and their implementation in matlab


	

	7

	23rd/24th 
April’08
	(3+1)
	Practical demonstration of Key distribution over insecure networks

Concept of Hashing and its implementation

	

	8

	30th April’08


	(3)
	
Concept of galisfields in securing data and its implementation in Advanced Encryption Standard 


